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Anti-Spam Compliance Unit

Statement of:
Ewen Douglas McNeill

DOB:

9 August 1973

Address:
PO Box 5497, Lambton Quay, Wellington 6145

Telephone:

+64-21-916-965

Date:   

Signature:

My name is Ewen Douglas McNeill and I am Owner, Managing Director, and System Administrator, of Naos Limited (a company which I own).  Naos Limited owns the New Zealand Domain name “naos.co.nz”.  Naos Limited is an IT consulting business and through this business I have previously managed the SMTP mail servers used by ISPs to provide service to their customers, Government funded agencies and a variety of small businesses in New Zealand and throughout the world.  Naos Limited operates its own SMTP mail server on a server it owns, hosted by Knossos Networks in Wellington, which I manage as part of my System Administration duties.

Naos Limited has an e-mail address, <dns@naos.co.nz>, which I use as a contact address solely in relation to the domain names registered to Naos Limited, and myself personally, in the .nz DNS register.  It is listed as the administrative, technical and registration contact details of the domains “naos.co.nz” and “mcneill.gen.nz”.

The address <dns@naos.co.nz> is publicly listed only in the .nz DNS register for the purpose of administrative and technical contacts in regard to the “naos.co.nz” and “mcneill.gen.nz” domain names.  It is not listed anywhere else, and has not been supplied to any other organisation for any other purpose.   The terms of the .nz DNS register explicitly prohibit taking email address listed in the .nz DNS register and using them for targeted marketing (see, eg, http://www.dnc.org.nz/story/faq-registrants?m=324#whois).

At approximately 2009-12-15 01:38 NZDT the Naos mail server received an unsolicited electronic message to my e-mail address <dns@naos.co.nz>.  (See SMTP mail server logs below.)

This unsolicited electronic message was sent from "IMG (Special Offer)" offers@imagemarketing.co.nz.  The subject line of the message was NZData & AUData Marketing Data (2009 Offer Deadline).

The commercial electronic message was marketing and promoting the goods and services of Image Marketing Group Limited.  The message was advertising the sale of “business to business marketing databases for Australia and New Zealand”. 

The signature on the message was:

Sincerely,

Simon

simon@imagemarketing.co.nz 

+64 (9) 478-0286

At approximately 2009-12-16 12:19 NZDT I lodged a complaint regarding this unsolicited electronic message with the Department of Internal Affairs Anti Spam Compliance Unit.  I lodged my complaint using the Department of Internal Affairs web complaints form and my complaint reference number is N4PPDH2P.  

The Naos SMTP server logged the following details regarding the SMTP transaction which delivered the message:

Dec 15 01:38:31 synagogue postfix/smtpd[1193]: connect from mail63-10.bne1.au.em

dbms.com[203.145.63.10]

Dec 15 01:38:31 synagogue postfix/smtpd[1193]: AF5C6402C2: client=mail63-10.bne1

.au.emdbms.com[203.145.63.10]

Dec 15 01:38:31 synagogue postfix/cleanup[1431]: AF5C6402C2: message-id=<8764470

804b2631c68e0a5.1260794310@mymail.ezemsgs.com>

Dec 15 01:38:31 synagogue spamd[593]: spamd: connection from localhost [127.0.0.

1] at port 51835 

Dec 15 01:38:32 synagogue spamd[593]: spamd: handle_user unable to find user: 'd

ns' 

Dec 15 01:38:32 synagogue spamd[593]: spamd: still running as root: user not spe

cified with -u, not found, or set to root, falling back to nobody 

Dec 15 01:38:32 synagogue spamd[593]: spamd: processing message <8764470804b2631

c68e0a5.1260794310@mymail.ezemsgs.com> for dns:65534 

Dec 15 01:38:45 synagogue spamd[593]: auto-whitelist: open of auto-whitelist fil

e failed: locker: safe_lock: cannot create tmp lockfile /nonexistent/.spamassass

in/auto-whitelist.lock.synagogue.naos.co.nz.593 for /nonexistent/.spamassassin/a

uto-whitelist.lock: No such file or directory 

Dec 15 01:38:45 synagogue spamd[593]: spamd: clean message (0.0/5.0) for dns:655

34 in 13.4 seconds, 14735 bytes. 

Dec 15 01:38:45 synagogue spamd[593]: spamd: result: . 0 - HTML_MESSAGE,UNPARSEA

BLE_RELAY scantime=13.4,size=14735,user=dns,uid=65534,required_score=5.0,rhost=l

ocalhost,raddr=127.0.0.1,rport=51835,mid=<8764470804b2631c68e0a5.1260794310@myma

il.ezemsgs.com>,autolearn=failed 

Dec 15 01:38:45 synagogue spamd[1403]: prefork: child states: II 

Dec 15 01:38:48 synagogue postfix/qmgr[1970]: AF5C6402C2: from=<8deacb5.16313059

84.1@mbounces.com>, size=14734, nrcpt=1 (queue active)

Dec 15 01:38:48 synagogue postfix/smtpd[1193]: disconnect from mail63-10.bne1.au

.emdbms.com[203.145.63.10]

Dec 15 01:38:49 synagogue postfix/local[1434]: AF5C6402C2: to=<ewen@synagogue.na

os.co.nz>, orig_to=<dns@naos.co.nz>, relay=local, delay=18, delays=18/0.01/0/0.1

1, dsn=2.0.0, status=sent (delivered to command: procmail -a "$EXTENSION")

Dec 15 01:38:49 synagogue postfix/qmgr[1970]: AF5C6402C2: removed

I also received a second copy of this message several hours later, to another email address, which is the subject of a second complaint (B6ZR3X2K).

I have not previously had any contact with Image Marketing Group Limited, or “Simon” from Image Marketing Group, or provided my consent to the company Image Marketing Group Limited, or to “Simon” from Image Marketing Group to send me a commercial electronic message marketing and promoting the goods and services of that company.

I wish to make a formal written complaint regarding this matter and I understand this statement is required as part of an investigation into an alleged breach of the Unsolicited Electronic Messages Act 2007.  I am willing to attend court if necessary and give evidence in this matter. 

I have read this statement and it is true and correct.

Signed:


Date: 

Time: 

Statement taken and witnessed by:

Antoni Demetriou

Team Leader / Senior Investigator – Anti-Spam Compliance Unit
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